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Monday, July 2

8:30 ©12:00

8:30 ©12:30

12h30 - 13h30

13:30 ©14:00

Session 1

14:00-14:25

14:25-14:50

14:50-15:15

15:15-15:40

15:40-16:00

Session 2

16:00-16:25

16:25-16:50

16:50-17:15

17:15-17:40

19:30-23:00

Registration (also Sunday from 15:30 to 20:00)

TUTORIAL: Privacy Enhancing Technologies for the
Internet, Yves Deswarte (LAAS-CNRS)

Lunch
CRIiSIS Welcome

Risks & Security of Internet-based
Applications

Network interconnections: Vulnerabilities and Key
Security Issues, Dubois, Masera (Research Centre
European Commission - ltaly), Haemmerli (Acris -
Switzerland)

Secure Wireless Real Time Video Conferencing over
IMS Networks, J. Sathyan, N. Unni, H. Sathyan
(Infosys Technologies Limited - India)

Anti-Spam Bayesien Models:  Analysis  and
Perspectives, Youcef Begriche (GET-France)

An Architecture Supporting Interoperabiliy and Security
of E-Government Services, A. Tebib, M. Boufaida
(Tébessa and Costantine Univ. - Algeria)

Break

Vulnerabilities Assessment &
Intrusion Detection

Optimizing Intrusion Detection Using Global SPADE
Preprocessor, R. Khatoun, D. Giati, L.M. Boulahia,
A. Serhrouchni (UTT - France)

Single IP Packet Traceback Using Packet Marking and
Logging, Ahmad Fadlallah (ENST - France)

Reaction After Detection BBusiness Governance ?ased
Policy Regulation, D. Khadraoui, C. Feltus, B. RZmont,
A. Rifaut (CRP Henri Tudor - Luxemburg)

Detection and Prevention Of Greedy Behavior In
ad hoc Networks, L. Chen, K. Almoubayed,
J. Leneutre (GET - France)

CRIiSIS dinner

Tuesday, July 3

9:00 B10:30

10:30 ©10:45

Session 3

10:45D11:10

11:10 ©11:35

11:35812:00

12:00 ©12:25

12:25D13:45

Session 4

13:45D14:10

14:10 B14:35

14:35 ©15:00

15:00 B15:15

Session 5

15:15 ©15:40

15:40 ©16:05

16:05 ©16:30

16:30 ©17:15
18:30 B20:00

IEEE GIIS & CRISIS Plenary Session

Break

Security and Dependability of
Networks and Systems

Dependability Analysis of Peer-to-Peer Networks,
H. Beitollahi, G. Deconinck (Katholieke Universiteit
Leuven - Belgium)

Designing Masking Ruleset for Hiding Operating
System Identity, M. Singh (T.I.E.T, Patiala Punjab -
India)

Peer-to-Peer Networks Applied to Power Grid,
H. Beitollahi, G. Deconinck (Katholieke Universiteit
Leuven - Belgium)

MZthode d@nalyse des risques des systemes de
transports ferroviaires, H.M. Hbib (INRETS - France)

Lunch

Authorization and Authentication

Issues and Challenges in Storing Biometric Templates
Securely, V. Bozovic, D. Socek, D. Culibrk (Florida
Univ. & CoreTex Systems - USA)

S-TGDH, Secured Group Management Protocol in
ad hoc Network, F. Cuppens, N. Cuppens, J. Thomas
(ENST - France)

Abstraction and Analysis of Security Policies for
Distributed Systems, H. HZdi, (LaBR! - France)

Break
Evaluation, Certification & Risk
Management

Risk Management Drivers B a Comparative Study
of Sweden, USA & India, C. Magnusson, J. Bakari,
G. Wahlgren (Stockholm University - Sweden)

A Standard-Compliant Integrated Security Framework,
A.H.M. Sallay, K.A. Al-Shalfan (Imam Med University -
Saudi Arabia)

Model and Verification for Access Control According
to Common Criteria Approach, A. Haddad, T. Moutet
(LIG - France)

Panel Session / Closing Session
CRISIS & IEEE GIIS Cocktail

VISITS

Sunday, July 1

16:30-19:00

Tuesday,

17:30-18:30

Guided tour of historical Marrakech

July 3

Visit of the University of Marrakech (FSSM)

GENERAL CHAIR
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International Conference
\ on Risks and Security
of Internet and Systems

Venue
Conference center of Hotel Kenzi Farah ,\’S%\
OUTLINES
7 \@‘(&6\
HOTEL KENZI FARAH
MARRAKEGH

A
\ ’23%‘

Avenue du PrZsident Kennedy The Internet has become essential for the exchange of
information. Many user groups from different backgrounds and

<http:/Mmww kenzi-hcla\t/le?srrc%ﬁe/:ct:el'ill\nf;g:ei?l/marrakech s.html> with diffe_rent obje_c;ives depeqd on it_to perform their daily
) ‘Reservation‘s <http:/www. crisis 2007 .org> = tasks. Various activities are carried out via the Internet: between

' ' ' ' companies (B2B), between businesses and consumers (B2C), or

between individuals who create their own virtual communities.
Moreover, many companies are interconnecting their IT systems,
including SCADA (Supervisory Control And Data Acquisition)
REGISTRATION systems, directly or indirectly to the Internet. !A the same time,

. o the use of the Internet is facing increasing risks regarding
<http.//www.cr|3|32007.org> privacy and security, in particular due to vulnerabilities induced

) GIIS & . by the increasing complexity of Internet-related applications.
CRIiSIS CRiSIS Tutorial Therefore, new security mechanisms and techniques should be
deployed to achieve an assurance level acceptable for critical
Member of IEEE domains such as transportation, health, defense, banking,
Comsoc, SEE or 250 € 500 € 150 € critical infrastructures, etc.
CLUSIF Attackers nowadays do not lack motivation and they are more
and more experienced. The existence of vulnerabilities www.crisis2007 .or
Member of IEEE 250 € 520 € 150 € encourages different kinds of attackers to exploit them and gain g

access to personal computers or penetrate into IT systems
belonging to companies or administrations. The attackers can

Non-member 300 € 600 € 175 € be inquisitive students, groups of pirates, criminal

organizations, terrorists, or intelligence agents specialized in
Student member of electronic war. To make matters worse, the attacking tools are
Comsoc, IEEE or 150 € 300 € 100 € more and more easily available and accessible for anybody. Marrakech ’ Morocco
SEE . s . . -

¥n this context, dependability, security and privacy become a 2-3 Ju ly 2007
Student, 175 € 350 € 125 € priority that should be addressed by all actors in research,
non-member industry, services and governments.

CRiSIS addresses a large range of issues, from the analysis of
risks, attacks and vulnerabilities to system survivability, passing
through securlt_y policies and_models, set_:urlty me_chanlsms qnd co-located with IEEE GIIS
privacy enhancing technologies. These issues will be studied
from different view points: research results, practical
Contact experiment and deployment, applications and case studies, etc.
IOfferent application domains are concerned: telemedicine, e-
government, e-learning, e-commerce, critical infrastructures,

crisis@ensi-bourges.fr etc.). IQRiSIS will be a forum for the participants to broaden
professional contacts and for technical discussions on security

+33 2 48 48 40 35 and dependability issues. The symposium also aims at , ‘
establishing liaisons to bodies in the global society, technical ( ) Q!‘\F@, ENSI
forums and international standards. see s BOURGES




